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1. MODBUS Protocol 7 &

e
MODBUS & client/server EE= request/reply Ot7|ElX Z7|HIO| 8&HF =2 EZO0|C}
1979'" ModiconArOf| A 7i'&S P01 A O{Z2|AH0[0| M BiO] ARESELE U= SAEA 2 StHLO| L.
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MODBUS Protocol

MODBUS EAl T2 EZ2L client/serverQ| O}7|ElX 2 A, client”7} server0| H|O|EE QA= 1L X
ZFEICE EESE client= serverO|| G|O|EH @A 2|0 CIE R 7HX] 7|5 @8 5= QUL}. client= funct|on
IEE EHo = S40| ARGt}

Modbus
Client
Serial Line
Modbus Modbus
Client Client .
TCPIP TCP/IP |! Client TCP/IP
gateway
Modbus TCP /
Modbus Modbus r\éodbus I'\éodbus
Server Server Ser;rlvfi:\e Ser;rlvl?irne
TCP/IP TCP/IP Server TCP/IP
aatewav
Modbus Serial line

<MODBUS TCP/IP communication architecture>
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2. MODBUS RTU/TCP Frame

MODBUS Frame

Client@} Server AtO[2| =11 = HA|X|E =i ¥ O|2f OPEH

PDU(Protocol Data Unit)2} ADU(Application Data Unit)2| & 7tX| Ef 2] MODBUS =z{ & 0| QILCt.
PDU =22 Function 2 E9} O|O|E & ZastC}.

-

.

ADU
- e

PDU
<General MODBUS frame>

MODBUS TCP Frame
MBAP Header(MODBUS Application Protocol Header)2f PDU(Protocol Data Unit)2 F4 k|0 QUCt

< >
MODBUS TCP/IP ADU
PDU

<MODBUS request/response over TCP/IP>
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3. MODBUS TCP Frame

1. MODBUS TCP Frame 344
MODBUS TCP Frame2 MBAP Header 7 bytes, PUD 5 bytesO|& 1 E|0] /U

Transaction ID Protocol ID | Length | Unit ID | Function Code | Reference number | Data
<€ > <€ >
MBAP Header(MODBUS Application Protocol Header) PDU(Protocol Data Unit)

MODBUS Application Protocol Header

To0| MA HS 2 Clj S HW o o
Transaction Identifier 2 Bytes A7 ,':°..."2 Client0j ] Server2 Data FrameS =2'& Oj Of
ct 1% S}t
Protocol Identifier 2 Bytes T2 EZO| IDE LIEILH 0x0000 2 2 NHE|0] QIC}.
Lenath 2 But Modbus®| Data FrameZ 0|2 MBAP Header0j A Unit Identifier
eng YIS mE o] Byte£te|o| ZI0| = L}bEFHL|CE.
Modbus TCP2} Modbus RTU7} GateE Eoff HAL|0| S AL
Unit Identifier 1 Bytes SlavetH S 7} 35 QA =ICl. Modbus TCP2H A3 Z420f OxFF

2 nJ@Ert

/3
i
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4. MODBUS TCP Function Code - Read Holding Registers

Function Code

MODBUS TCP+= Client@} Server2 LI5S0 X|O, Client= HEHES L Z|= QLEO|H Server= HEHO| Cist SEES o}
= UXO|Ct dHtA™ © 2 Client= PLC, HMI, PCO|H, Server= QI E S 2oLt

1) Read Holding Registers
CIH E{(Serven0 A= Datag S5 W AE5H= 2 =0|L}.

<ClientO]|A| Server2 2 15}= Frame 114>

Function Code 1 Bytes 0x03
SAMFEA 2 Bytes 0x0000 ~ OXFFFF
Data 27 7= 2 Bytes 1~16 (LS4 QIHE 7|F)

- Data 2 1 7j=+= %|c{ 8747tX| 7t
HAAECE AIBEEAM =HEQ!

<Server0|A] Master2 2 16}= Frame 44>

Function Code 1 Bytes 0x03
SAMEA 1 Bytes 2 x Data 27 7%
Data 21 7| Data 8 1 7% x 2 Bytes EM FAZHEE 7| 3H2 90| Data £}
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4. MODBUS TCP Function Code - Read Holding Registers 1

5% Modbus Server Tests

File Wiew Tests Help

= (= D E & 7

Exchange Contral

Sent | 2 Esception | n Irrvalid 0
Feceived | o Error | 0 Moresponse 0
He Date (m=z) | Type Frame
1 0.00 Redq 00 Z2F 00 00 OO0 O 01§03 00 OS5 00 01
P 1.57 Ees=p 00 2F 00 00 OO 05 01103 02 OB BS
3 9,234.88 EReqg 00 30 OO0 00 OO 06 01 O3 00 OS5 00 03
4 1.%a Ees=p 00 30 00 00 OO 09 CIZLICIS 06 0B B8 39 01 00 CSI

Function Code 03 / Data 2} 06 Bytes / 2 F1}s 0B B8 > 30.00Hz / 2F X|H 00001 > HX|AEl / Z}=A[ZF 00 C8 - 20.0sec
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4. MODBUS TCP Function Code

- Read Holding Registers 2

Cancel

Finish I

T L MDA - L i

[ 23 Read/ Wiite M
[T]5X Free Request

ltiple Registers

r 5
@ Modbus Server Tester =B X
- N
@ Send new frame = File View Tests Help
S =3 43 onme = 1
= | 6 o I =
Configuration I d H = - % s bl & ?
- Exchange Control-
" | I Sent [ 2 E ] nvalid [~ g
| t ti i
A —L en 2 xception 1 nvali 0
@ Request Data @ Received | 2 Error 0 Noresponse | 0
03 Read Multiple Registers N° l Date (ms) l Type e
. 1 0.00 Reqg 00 01 00 00 00 06 FF 03 12 29 00 16
Function Code I 3 2 AT e eIl e e e e e
Starting Address 1229 3 12,314.37 Req 00 02 00 00 00 06 FF 03 12 29 00 08
] : 4 3.03 Resp 00 02 00 00 00 13 FF 03 05 DC 00 19 OB Bg& 00
Quantity of registers 0008 b5 {3 54 a6 4w 15 96 i —

v

Function Code 03 / Starting Address 0x1229 / Quantity of registers 0008 > 0x1229 ~ 0x1230(Al X} h}t41~ AL X}F 244)

Green Innovators of Innovation

Quantity of registers 0008 - 2 x 8 = 16(Dec) > 10(Hex)

A2 X} Z=OR41 05DC > 15.00Hz / AF2 X} 0019 > 25%

Etheret Configuration  |165.244.66.229 Requests T| Ethemet Connection Ope

Hexa

& &3
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4. MODBUS TCP Function Code - Write Single Registers

2) Write Single Registers

CIH{ E{(ServenOf A= Datag 17§ =8 M A+E5t= gt+0|Ct.

<ClientO]|A| Server2 2 15}= Frame 114>

Function Code 1 Bytes 0x06
SEMFEL 2 Bytes 0x0000 ~ OxFFFF
Data 7} 2 Bytes 0x0000 ~ OxFFFF

<Server0j| X] Master2 2 115}= Frame 14>

Function Code 1 Bytes 0x06
SAMEA 2 Bytes 0x0000 ~ OxFFFF
Data Z} 2 Bytes 0x0000 ~ OxFFFF
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4. MODBUS TCP Function Code

- Write Single Registers

File View Tests Help

EHlES X |CE > I =ng|?

-Exchange Contral

Sent 1 Exception 0 Invalid 0
Received 1 Error 0 Noresponse ] il
i N° l Date (ms) I Type Frame
i 1 0.00 Req 00 24 00 00 00 06 FF 06 00 05 17 70
| 2 1.22 Resp 00 24 00 00 00 06 FF 06 00 05 17 70
( T N
@ Send new frame P
Configuration l
~Send-

¢ Continuously
@« [ Times
With{100 ms of Delay

Packet

Function Codes List M‘

|71 01 Read Discrete Dutputs

[7]1 02 Read Discrete Inputs

[103 Read Multiple Registers

["1 04 Read Input Registers

[71 05 wite Single Output

06 Write Single Register

7115 Wiite Multiple Dutputs

[1 16 write Multiple Registers Send
[] 20 Read General Reference

1 21 Wite General Reference

[71 22 MASK Write Register

[1 23 Read/ Wiite Multiple Registers
[71%X Free Request Close

(L

\ v

Ethernet Configuration %165.244.88.229 [ ‘ ‘ Requests Transmiss | Ethemet Connection Opened

Hexa
2

Green Innovators of Innovation
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Function Code = 0x06
EMFELA > 0x0005

Data = 0x1770

PDU(Protocol Data Unit)

Frame T

Req 00 24 00 00 00 06 FF|06 000517 70
Resp |00 24 00 00 00 06 FF|06 00 0517 17

MBAP Header(MODBUS Application Protocol Header)

& &
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4. MODBUS TCP Function Code - Write Multiple Registers

3) Write Multiple Registers
CIH{ E{(Server)0f| Datag 1710 A 167477tX| H=5X Ql Dataof otSto] =Fe M AtE5|= =2h==0|Ct.

m

<ClientO]|A| Server2 2 15}= Frame 114>

Function Code 1 Bytes 0x10
SMFEL 2 Bytes 0x0000 ~ OxFFFF
2Xl= Data 7|3 2 Bytes 1~16 (LS4HH QIHE 7|F)
Byte Count 1Bytes 2 x Data 7§
Z=™st Data £} Data 7l|&= x 2 Bytes 2’4 Data

<Server0|A] Master2 2 16}= Frame 44>

Function Code 1 Bytes 0x10
SMFa 2 Bytes 0x0000 ~ OxFFFF
Data Z} 2 Bytes 1~16 (LSAHH QIHE] 7|F)
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4. MODBUS TCP Function Code - Except Frame

4) Except Frame
Except Frame ClientO|A{ Server2 2 FSl= Framea EW =S Il @+ Frame= =& SIHA{ Error
7F 2tMGI A S AL ServerQ| A S&SH= FrameO|LCt.

<Exception Frame /4>

___ Eworframe | _____Zo | &
Error Code 1 Bytes 0x10
Exception Code 1 Bytes 0x0000 ~ OxFFFF

<Exception Code T &>

Code

ILLEGAL FUNCTION 0x01 X|!3tX| &= FunctionOf CHsiA 3-?7} ) HL
ILLEGAL DATA ADDRESS  0x02 Al23}X| %= 0{E|AQ| Datas Q& AHL} 2™ sl2 = A
ILLEGAL DATA VALUE 0x03 Data 2% & 0jj Data 3|2 HQZ uto Zto ’go}ae AL

Server0f| LT 7} A2 A%

(U E{2t°| DATAS 4l A1j, CAN E41/3M X7|2} ERROR &3t HL)
Server7} CIE X2| F0|2tM SES & + U2

(QUHE| mi2io|g X7|3f, M| X£7| 4 L 42)

SEAVE DEVICE FAILURE 0x04
SLAVE DEVICE BUSY 0x06

WRITE PERMITION ERROR  0x20 LS QIH{E{0]| 2t =X}|6}= Code2 £H™ ZX| m}t2t0|E{0]| S Mt n o

Green Innovators of Innovation 10/14 MLld Class ;y e
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5. MODBUS Protocol Test Tool - Inverter IP Address S &

MODBUS Server Test Tool 2285I™ Configuration 2tHO| MM E|H I E{Q| IP Address & =
SHS A=

<Inverter IP Address>

File Wiew Tests Help

T EIE ol IP Address: 165.244.66.229 > A5.F4.42.E5
o e —— Subnet Mast: 255.255.255.192 - FF.FF.FF.CO
e !;;ﬂgu'::e — Gateway Address: 165.244.66.193 > A5.F4.42.C1

Ethemet | Serial Line
Code | 7ISEA =8

COM-10 Opt Parameterl OxAS5E5

Connection IP Add reSS%
agzetrt.

1P diess [165.244.66.229 COM-11 Opt Parameter2 0x42FC

Responze Timeout

Tirne out 10 sec COM-12 Opt Parameter3 OxFFFF Subnet MastE
agzetrt.

Address COM-13 Opt Parameter4 OxFFCO

Slave Address FF [inHexa]

COM-14 Opt Parameter5 OxA5F4 Gateway AddressE

gt

COM-15 Opt Parameter6 0x42C1

oK

COM-94 Comm Updata NO - Yes

Ethernet Configuration  |165.244 B6.229 Hexa

1
=

X
gl
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5. MODBUS Protocol Test Tool

Configuration l
Send
(™ Continuoushy

* [4 Tirmes

With 100 s of Delay

Packeat

Function Codes List

101 Read Discrate Outputs
[ 02 Read Discrete Inputs

D ata ‘wizard

D 03 Read Multiple Registers
l.& Requast Data 2
03 Read Multiple Registers
Function Code [ 03
Starting &ddress 0007
Quantity of registers ooz
Finish

Cancel | |

Green Innovators of Innovation

- Read Multiple Registers & & (0x03)

o
re
ot
I

AlZtap % A|Zo| SHEEX]

Feq 17 50 00 00 00 06 FF O3 00 07 00 02
Resp 17 S0 00 00 00 07 FF 03 04 |oo 37foo s4

<A™ Parameter>

IISEN

DRV-03 Acc Time 5.5 sec
DRV-04 Dec Time 10.0 sec

= &
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5. MODBUS Protocol Test Tool - Write Single Register & & (0x06)

Zt= A|Zt2 Write Single Register 2 0| 26| A| 5.0sec & Write®tLC}.
=2 M Frame 2HOI1 SH-Z [} 0x0008 = A| 70| 0032(hex) = 50(dec)> 5.0sec HHAZ =0l o 4= QIC}.

=

= - | O x
File \iew Tests Help
Configuration l = olmo
Send = H ﬁ Y b & %
Exchange Control
" Continuousl
Y Sent 1 Exception 1] Irvalid i
Times
1 Received 1 Errar 0 Moresponse i
With {00 rres of Drelay
ne | Date (m3) | Type | Frame |
Packet 1 0.00 Req 00 02 00 00 00 0O& FF O& 00 08 00 32
2 0.96 Resp 00 02 00 00 00 06 FF 06 00 O

Function Codes List D & Reguest Data I‘ﬁ

[[] 01 Read Discrete Dutputs
[ 02 Read Discrete Inputs 06 ‘wiite Single Fegister
[[] 03 Read Multiple Registers
[[] 04 Read Input Registers Function Code
] 05 wirite Single Olutput

06 Write Single Reqister
[ 15 wiite Multiple Dutputs Register Yalue 003
1 16 write Multiple Registers

[[] 20 Read General Feference

[[1 21 wirite General Reference

[] 22 MaSK \Wiite Fegister

[[] 23 Read! 'white Multiple Fegisters
[1%%¢ Free Request

Register Address oo

EEE

Cancel Finizh ‘
Ethemet Configuration | 18° Hexa
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4. MODBUS TCP - Except Error

MODBUS TCP7} X|&5}X| &= FunctionS U= A| Error2&HS & Sl=X| 2QIsHC}.
C A

- .
Ofc M2 MODBUS TCP7} H|&26}X| &= 0x04 Function CodeZE ot A%
[ [ = | x
Eonfigurationl :!EHIE _E;-Estlj.o » & ?
= L3
Send
=n . Exchange Control
9 CETHITEY Sent |—1 Exception 1 Inwvalid 0
- T
o [1 Times Received [ 7 Ewor [ g Moresporse[ g
With 100 ms of Delay
e | Date (ms) |Ty1:e Frame |
Packet 1 0.00 Reg 00 03 00 00 00 06 FF 04 Q0 02 00 02
2

Function Cades List Data Wigard @ Request Data —ti—

101 Read Discrete Outputs

[[102 Read Discrete Inputs 04 Read Input Fegisters

[103 Read Multiple Registers

04 Read Input Registers Function Code ’ﬁ
05 wiite Single Dutput .

[[] 06 Write Single Register Starting Address 0ooa

115 wirite Multiple O utputs Quantity of registers ooz

1 16 write Multiple Fegisters

[[] 20 Read General Reference

1 21 white General Reference

1 22 MaSK \wWiite Fegister

[[1 23 Bead! “wiite Multiple Registers

15 Free Request

Cancel | ‘ | Eirish
Ethernet Configh necho Hexa

- Error Code 1lbytes 0x80 + Client7} 2 41¢t Function Code
- Exception Code lbytes 0x001 - X|2I5}X| 2= Function0f LA 2771 Y2 AR

=l
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